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Escdneres de vulnerabilidades web (+60 herramientas!)
Herramientas, programacién segura, seguridad web

Para

conocer algo mds.

los profesionales en seguridad de la

informacién es practicamente
indispensable realizar auditorias web peribdicamente para mantener la seguridad
de un sitio que se publique en Internet.
A continuacién se muestra un listado en orden alfabético de todas las herramientas
testeadas, pero siempre es recomendado revisar el sitio web de la herramienta para

# Vulnerability Version Vendor License
Scanner
. 9.0 (GA)Build . Commercial
. Acunetix 20140113 Acunetix Unknown (Win32)
Acunetix WVS Free |8.0 (GA) Acunetix Freeware
9 Edition Build 20120509 Unknown (Win32)
: 02062011 (Beta) GPL2
, aidSQL Build 255 Lynxec PHP
Ammonite 1.2 (GA) RyscCorp. g UL
A .Net 2.0
. Compass Security | GPL2
- Andiparos 1.0.6 (GA) AG Java 1.5.x
. ASF2/Commercial
3 arachni 1.1 (GA) Tasos Laskos Ruby 2.0.X
Burp Suite : Commercial
Professional 15.20 (GA) Portswigger Java 1.6.x
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http://www.acunetix.com/vulnerability-scanner/
http://www.sectoolmarket.com/scans/49.html
http://www.sectoolmarket.com/scans/49.html
http://www.sectoolmarket.com/vendors/13.html
http://www.sectoolmarket.com/web-application-scanners/14.html
http://www.sectoolmarket.com/web-application-scanners/14.html
http://www.sectoolmarket.com/scans/2.html
http://www.sectoolmarket.com/scans/2.html
http://www.sectoolmarket.com/vendors/13.html
http://www.sectoolmarket.com/web-application-scanners/58.html
http://www.sectoolmarket.com/scans/42.html
http://www.sectoolmarket.com/scans/42.html
http://www.sectoolmarket.com/vendors/57.html
http://www.sectoolmarket.com/web-application-scanners/79.html
http://www.sectoolmarket.com/scans/62.html
http://www.sectoolmarket.com/vendors/69.html
http://www.sectoolmarket.com/web-application-scanners/51.html
http://www.sectoolmarket.com/scans/1.html
http://www.sectoolmarket.com/vendors/50.html
http://www.sectoolmarket.com/vendors/50.html
http://www.sectoolmarket.com/web-application-scanners/57.html
http://www.sectoolmarket.com/scans/37.html
http://www.sectoolmarket.com/vendors/56.html
http://www.sectoolmarket.com/web-application-scanners/60.html
http://www.sectoolmarket.com/web-application-scanners/60.html
http://www.sectoolmarket.com/scans/44.html
http://www.sectoolmarket.com/vendors/59.html
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: 0.92 (Beta) - GPL2
. crawlfish Build 2 ericfish Net 1.1
Damn Small SQL.i 0.1h (Beta) Miroslav Stampar GPL2
9 Scanner (DSSS) Build 0.1h+ P Python 2.6.x
GPL
Gamja 1.6 (Beta) Sanghun Jeon Perl 5.x
10
: BSD
" Grabber 0.1 (Beta) Romain Gaucher Python 2.4.x
: : GPL3
Grendel Scan 1.0 (Final) David Byrne Java 1.5.x
12
9.0.0.999/8.8.0.0 . .
o aspsen (G
13 Build 466 ' '
Lavakumar GPL3
IronWASP 0.9.7.4 (GA) Kuppan Net 2.0
14
. Simone GPL2
15 1Scan 0.1 (Beta) Margaritelli Java 1.6.x
JSky (Commercial 3.5.1 (GA) NoSec Commercial
16 Edition) Build 905 Unknown (Win32)
i, . Freeware
. JSKy Free Edition 1.0.0 (Final) NoSec MFC (Win32)
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http://www.sectoolmarket.com/web-application-scanners/6.html
http://www.sectoolmarket.com/scans/25.html
http://www.sectoolmarket.com/scans/25.html
http://www.sectoolmarket.com/vendors/49.html
http://www.sectoolmarket.com/web-application-scanners/73.html
http://www.sectoolmarket.com/web-application-scanners/73.html
http://www.sectoolmarket.com/scans/60.html
http://www.sectoolmarket.com/scans/60.html
http://www.sectoolmarket.com/vendors/64.html
http://www.sectoolmarket.com/web-application-scanners/22.html
http://www.sectoolmarket.com/scans/31.html
http://www.sectoolmarket.com/vendors/21.html
http://www.sectoolmarket.com/web-application-scanners/19.html
http://www.sectoolmarket.com/scans/33.html
http://www.sectoolmarket.com/vendors/18.html
http://www.sectoolmarket.com/web-application-scanners/2.html
http://www.sectoolmarket.com/scans/12.html
http://www.sectoolmarket.com/vendors/3.html
http://www.sectoolmarket.com/web-application-scanners/76.html
http://www.sectoolmarket.com/scans/57.html
http://www.sectoolmarket.com/scans/57.html
http://www.sectoolmarket.com/scans/57.html
http://www.sectoolmarket.com/vendors/66.html
http://www.sectoolmarket.com/vendors/66.html
http://www.sectoolmarket.com/web-application-scanners/78.html
http://www.sectoolmarket.com/scans/61.html
http://www.sectoolmarket.com/vendors/68.html
http://www.sectoolmarket.com/vendors/68.html
http://www.sectoolmarket.com/web-application-scanners/49.html
http://www.sectoolmarket.com/scans/30.html
http://www.sectoolmarket.com/vendors/47.html
http://www.sectoolmarket.com/vendors/47.html
http://www.sectoolmarket.com/web-application-scanners/67.html
http://www.sectoolmarket.com/web-application-scanners/67.html
http://www.sectoolmarket.com/scans/50.html
http://www.sectoolmarket.com/scans/50.html
http://www.sectoolmarket.com/vendors/14.html
http://www.sectoolmarket.com/web-application-scanners/15.html
http://www.sectoolmarket.com/scans/13.html
http://www.sectoolmarket.com/vendors/14.html
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Custom Open

Netsparker Cloud

2015-06-16 (GA)

Netsparker Ltd

LoverBoy 1.0 (GA) Ashaman Boyd Source
18 Net 2.0
. SCRT Information | GPL
19 Mini MySqlator 0.5(GA) Security Java 1.6.x
4.1.1.0 (GA) Commercial
Netsparker Build Netsparker Ltd Net 4.0
20 2015.06.16.1433 ' '
Commercial

Unknown (Win32)

21
Netsparker Freeware
’ Community Edition 3.1.6.0 (GA) Netsparker Ltd Net 3.5
Nikto 2.15 Nikto Freeware
Perl
23
X (GA) Commercial
o4 N-Stalker Build 10.14.1.7 | V-Stalker Unknown (Win32)
N-Stalker 2009 Free Freeware
’e Edition 7.0.0.223 (GA) N-Stalker Unknown (Win32)
N-Stalker 2012 Free |10.13.11.31 (GA) N-Stalker Freeware
26 Edition Build b31 Unknown (Win32)
. 6.0 (GA) : Commercial
. NTOSpider Build 773/778 NTOBJECTIVES 1 j30a 1.6
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http://www.sectoolmarket.com/web-application-scanners/33.html
http://www.sectoolmarket.com/scans/24.html
http://www.sectoolmarket.com/vendors/30.html
http://www.sectoolmarket.com/web-application-scanners/12.html
http://www.sectoolmarket.com/scans/29.html
http://www.sectoolmarket.com/vendors/11.html
http://www.sectoolmarket.com/vendors/11.html
http://www.sectoolmarket.com/web-application-scanners/68.html
http://www.sectoolmarket.com/scans/54.html
http://www.sectoolmarket.com/scans/54.html
http://www.sectoolmarket.com/scans/54.html
http://www.sectoolmarket.com/vendors/12.html
http://www.sectoolmarket.com/web-application-scanners/82.html
http://www.sectoolmarket.com/scans/65.html
http://www.sectoolmarket.com/vendors/12.html
http://www.sectoolmarket.com/web-application-scanners/13.html
http://www.sectoolmarket.com/web-application-scanners/13.html
http://www.sectoolmarket.com/scans/6.html
http://www.sectoolmarket.com/vendors/12.html
https://cirt.net/Nikto2
https://github.com/sullo/nikto/archive/master.zip
https://cirt.net/Nikto2
http://www.sectoolmarket.com/web-application-scanners/81.html
http://www.sectoolmarket.com/scans/64.html
http://www.sectoolmarket.com/scans/64.html
http://www.sectoolmarket.com/vendors/29.html
http://www.sectoolmarket.com/web-application-scanners/32.html
http://www.sectoolmarket.com/web-application-scanners/32.html
http://www.sectoolmarket.com/scans/22.html
http://www.sectoolmarket.com/vendors/29.html
http://www.sectoolmarket.com/web-application-scanners/77.html
http://www.sectoolmarket.com/web-application-scanners/77.html
http://www.sectoolmarket.com/scans/59.html
http://www.sectoolmarket.com/scans/59.html
http://www.sectoolmarket.com/vendors/29.html
http://www.sectoolmarket.com/web-application-scanners/63.html
http://www.sectoolmarket.com/scans/47.html
http://www.sectoolmarket.com/scans/47.html
http://www.sectoolmarket.com/vendors/61.html
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Oedipus

1.8.1 (Beta)

Jordan Del Grande

GPL2
Ruby 1.8.x

openAcunetix

0.1 (End-of-Life)

John Martinelli

Custom Open
Source
Java 1.6.x

Clarified Artistic

Paros Proxy 3.2.13 (Final) .IM(;lﬁigé |\:es License
30 g Java 1.4.x
MileSCAN Commercial
31 Parospro 1.9.12(GA) Technologies Java 1.6.x
PowerFuzzer 1.0 (Beta) Marcin Kozlowski Pl
32 ' Python 2.5.x
. . .. Freeware
- Priamos 1.0 (Final) Yigit Aktan Unknown (Win32)
) . GPL2
34 ProxyStrike 2.2 (GA) Edge Security Python 2.6.x
2014-01-21 (GA) Commercial
35 QualysGuard WAS Build Update Qualys, Inc. Unknown (Linux)
safe3wvs (limited Safe3 Network Freeware
36 free edition) 10.1 (GA) Center .Net 2.0
Sandcat Free Edition |4.0.0.1 (Final) Syhunt Freewall

Unknown (Win32)
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http://www.sectoolmarket.com/web-application-scanners/36.html
http://www.sectoolmarket.com/scans/15.html
http://www.sectoolmarket.com/vendors/34.html
http://www.sectoolmarket.com/web-application-scanners/41.html
http://www.sectoolmarket.com/scans/26.html
http://www.sectoolmarket.com/vendors/39.html
http://www.sectoolmarket.com/web-application-scanners/1.html
http://www.sectoolmarket.com/scans/17.html
http://www.sectoolmarket.com/vendors/2.html
http://www.sectoolmarket.com/vendors/2.html
http://www.sectoolmarket.com/web-application-scanners/64.html
http://www.sectoolmarket.com/scans/48.html
http://www.sectoolmarket.com/vendors/2.html
http://www.sectoolmarket.com/vendors/2.html
http://www.sectoolmarket.com/web-application-scanners/27.html
http://www.sectoolmarket.com/scans/27.html
http://www.sectoolmarket.com/vendors/25.html
http://www.sectoolmarket.com/web-application-scanners/26.html
http://www.sectoolmarket.com/scans/23.html
http://www.sectoolmarket.com/vendors/24.html
http://www.sectoolmarket.com/web-application-scanners/10.html
http://www.sectoolmarket.com/scans/10.html
http://www.sectoolmarket.com/vendors/9.html
http://www.sectoolmarket.com/web-application-scanners/80.html
http://www.sectoolmarket.com/scans/63.html
http://www.sectoolmarket.com/scans/63.html
http://www.sectoolmarket.com/vendors/70.html
http://www.sectoolmarket.com/web-application-scanners/72.html
http://www.sectoolmarket.com/web-application-scanners/72.html
http://www.sectoolmarket.com/scans/55.html
http://www.sectoolmarket.com/vendors/63.html
http://www.sectoolmarket.com/vendors/63.html
http://www.sectoolmarket.com/web-application-scanners/16.html
http://www.sectoolmarket.com/scans/8.html
http://www.sectoolmarket.com/vendors/15.html
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. HP Application Freeware
38 Scrawlr 1.0 (Final) Security Center Unknown (Win32)
Custom Open
ScreamingCSS 1.02 (Final) David deVitry Source
39 Perl 5.x
Secubat 0.5 (Alpha) Stefan Kals I?\IC;P 2" 0
40 : :
SkipFish 2.10 (Beta) ichal Zalewskd - | ASF2
41 g
SQID (SQL Injection i Metaeye Security  |GPL2
42 Digger) 0.3 (Pre-Alpha) Group Ruby 1.8.x
SQLIX 1.0 (End-of-Life) | OWASP Egrlsg y
43 :
sglmap 1'0. (GA) sglmap developers ClFt 2
44 Build Jul 5,2012 Python 2.6.x
: 5.0.0.7 (GA) Commercial
45 Syhunt Dynamic Build RC2 Syhunt Unknown (Win32)
Syhunt Mini Freeware
46 (Sandcat Mini) 44.30 (GA) Syhunt Unknown (Win32)
Tinfoil Security X (GA) Tinfoil Security Comme{giet

Unknown (Linux)
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http://www.sectoolmarket.com/web-application-scanners/24.html
http://www.sectoolmarket.com/scans/14.html
http://www.sectoolmarket.com/vendors/23.html
http://www.sectoolmarket.com/vendors/23.html
http://www.sectoolmarket.com/web-application-scanners/23.html
http://www.sectoolmarket.com/scans/32.html
http://www.sectoolmarket.com/vendors/22.html
http://www.sectoolmarket.com/web-application-scanners/20.html
http://www.sectoolmarket.com/scans/40.html
http://www.sectoolmarket.com/vendors/19.html
http://www.sectoolmarket.com/web-application-scanners/8.html
http://www.sectoolmarket.com/scans/5.html
http://www.sectoolmarket.com/vendors/7.html
http://www.sectoolmarket.com/vendors/7.html
http://www.sectoolmarket.com/web-application-scanners/47.html
http://www.sectoolmarket.com/web-application-scanners/47.html
http://www.sectoolmarket.com/scans/35.html
http://www.sectoolmarket.com/vendors/45.html
http://www.sectoolmarket.com/vendors/45.html
http://www.sectoolmarket.com/web-application-scanners/45.html
http://www.sectoolmarket.com/scans/21.html
http://www.sectoolmarket.com/vendors/43.html
http://www.sectoolmarket.com/web-application-scanners/39.html
http://www.sectoolmarket.com/scans/41.html
http://www.sectoolmarket.com/scans/41.html
http://www.sectoolmarket.com/vendors/37.html
http://www.sectoolmarket.com/web-application-scanners/69.html
http://www.sectoolmarket.com/scans/58.html
http://www.sectoolmarket.com/scans/58.html
http://www.sectoolmarket.com/vendors/15.html
http://www.sectoolmarket.com/web-application-scanners/71.html
http://www.sectoolmarket.com/web-application-scanners/71.html
http://www.sectoolmarket.com/scans/53.html
http://www.sectoolmarket.com/vendors/15.html
http://www.sectoolmarket.com/web-application-scanners/83.html
http://www.sectoolmarket.com/scans/66.html
http://www.sectoolmarket.com/vendors/71.html
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Scanner (WIS)

0.4 (End-of-Life)

netXeyes

Uber Web Security Levent Kayan & GPL3
48 Scanner 0.0.2 (Alpha) [lluminatus Python 2.6.x
1.0 (Beta) EPL1
ol Build 108 Subgraph Java 1.6.x
Custom Open
VulnDetector 0.0.2 (Pre-Alpha) Brad Cable Source
50 Python 2.4.x
1.6 (Beta)
W3AF Build rev- W3AF developers Sprl;ozn 2 6.x
51 5460220377 yjhon 2.6.
. GPL2
Wapiti 2.3.0 (GA) OWASP Python 2.6.x
52
WATOBO 0.9.19 (GA) Andreas Schmidt | SPL2
Ruby 1.9.x
53
Web Injection Shareware

Unknown (Win32)

54
55 \é\ﬁgrcprrlijsizelgdition 2.1.0 (GA) Janus Security %ZT?&““'
. \é\(/jei‘t)igrr]uiser Free 2.4.2 (GA) Janus Security K:fggre

e fmmoce et e
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http://www.sectoolmarket.com/web-application-scanners/17.html
http://www.sectoolmarket.com/web-application-scanners/17.html
http://www.sectoolmarket.com/scans/19.html
http://www.sectoolmarket.com/vendors/16.html
http://www.sectoolmarket.com/vendors/16.html
http://www.sectoolmarket.com/web-application-scanners/70.html
http://www.sectoolmarket.com/scans/52.html
http://www.sectoolmarket.com/scans/52.html
http://www.sectoolmarket.com/vendors/62.html
http://www.sectoolmarket.com/web-application-scanners/50.html
http://www.sectoolmarket.com/scans/34.html
http://www.sectoolmarket.com/vendors/48.html
http://www.sectoolmarket.com/web-application-scanners/11.html
http://www.sectoolmarket.com/scans/7.html
http://www.sectoolmarket.com/scans/7.html
http://www.sectoolmarket.com/scans/7.html
http://www.sectoolmarket.com/vendors/10.html
http://www.sectoolmarket.com/web-application-scanners/7.html
http://www.sectoolmarket.com/scans/20.html
http://www.sectoolmarket.com/vendors/6.html
http://www.sectoolmarket.com/web-application-scanners/9.html
http://www.sectoolmarket.com/scans/3.html
http://www.sectoolmarket.com/vendors/8.html
http://www.sectoolmarket.com/web-application-scanners/48.html
http://www.sectoolmarket.com/web-application-scanners/48.html
http://www.sectoolmarket.com/scans/28.html
http://www.sectoolmarket.com/vendors/46.html
http://www.sectoolmarket.com/web-application-scanners/66.html
http://www.sectoolmarket.com/web-application-scanners/66.html
http://www.sectoolmarket.com/scans/51.html
http://www.sectoolmarket.com/vendors/32.html
http://www.sectoolmarket.com/web-application-scanners/34.html
http://www.sectoolmarket.com/web-application-scanners/34.html
http://www.sectoolmarket.com/scans/11.html
http://www.sectoolmarket.com/vendors/32.html
http://www.sectoolmarket.com/web-application-scanners/62.html
http://www.sectoolmarket.com/scans/46.html
http://www.sectoolmarket.com/scans/46.html
http://www.sectoolmarket.com/vendors/23.html
http://www.sectoolmarket.com/vendors/23.html
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GPL
WebScarab 20110329 (GA) OWASP Java 1.5.x
5 5,
WebSecurify
(Opensource 0.9 (GA) GNU Citizen \%I\D/Ia_szcri t
59 | Version) P
WSTool 0.14001 (Alpha) Kim Young-il SII-TIF:
60
0.2 (Beta) GPL3
ol Xcobra Build 99 Taras Ivashchenko Python 2.6.x
1.6 (Beta) GPL3
o Asser Build 1 Pey Python 2.5.x
_ SCRT Information |GPL2
o XSSploit 0.5 (GA) Security Python 2.5.x
XSSS 0.40 (Beta) Sven Neuhaus S:,:‘g .
o :
ZAP 2.2.2 (GA) OWASP JAaflzzl 6.X
6 6.
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http://www.sectoolmarket.com/web-application-scanners/4.html
http://www.sectoolmarket.com/scans/18.html
http://www.sectoolmarket.com/vendors/1.html
http://www.sectoolmarket.com/web-application-scanners/38.html
http://www.sectoolmarket.com/web-application-scanners/38.html
http://www.sectoolmarket.com/web-application-scanners/38.html
http://www.sectoolmarket.com/scans/4.html
http://www.sectoolmarket.com/vendors/5.html
http://www.sectoolmarket.com/web-application-scanners/21.html
http://www.sectoolmarket.com/scans/36.html
http://www.sectoolmarket.com/vendors/20.html
http://www.sectoolmarket.com/web-application-scanners/18.html
http://www.sectoolmarket.com/scans/38.html
http://www.sectoolmarket.com/scans/38.html
http://www.sectoolmarket.com/vendors/17.html
http://www.sectoolmarket.com/web-application-scanners/28.html
http://www.sectoolmarket.com/scans/9.html
http://www.sectoolmarket.com/scans/9.html
http://www.sectoolmarket.com/vendors/26.html
http://www.sectoolmarket.com/web-application-scanners/25.html
http://www.sectoolmarket.com/scans/43.html
http://www.sectoolmarket.com/vendors/11.html
http://www.sectoolmarket.com/vendors/11.html
http://www.sectoolmarket.com/web-application-scanners/43.html
http://www.sectoolmarket.com/scans/39.html
http://www.sectoolmarket.com/vendors/42.html
http://www.sectoolmarket.com/web-application-scanners/52.html
http://www.sectoolmarket.com/scans/16.html
http://www.sectoolmarket.com/vendors/51.html
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